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Devastating data breaches are less likely when
employee-managed passwords are eliminated.

Power LogOn Certificate-based Offline 
Authentication (COA) is a commercial 
off-the-shelf (COTS), on-premises solution 
designed for high-security IT environments, 
where network or internet connectivity is not 
possible.

• Supports customer requirements with or without 
X.509 certificates

• Requires no additional PKI infrastructure changes
• Delivers strong security with AES-256 encryption, 

SHA-256 hashing and salting, and secure internet 
communication protocols

• Supports contact and contactless smart cards, mag-
netic-stripe cards, and RFID technologies

Power LogOn Online Government is a 
commercial-off-the-shelf (COTS) solution that lets IT 
Administrators centrally manage enterprise 
passwords while enabling government employees to 
securely access computers, servers, cloud accounts, 
websites, and applications with their existing PIV, 
PIV-I, CIV, or CAC badge—without them creating, 
remembering, typing, or managing passwords.

• Works with Federal and Non-federal Systems 
• Addresses Executive Order 14306
• CMMS level 1 compliant



MISSION FIPS 140-3 verified, FIPS 201 compliant, multi-factor authentication enterprise password management for 
Federated and Non-Federated Systems using PIV, PIV-I, CIV and CAC credentials. 

TYPES OF CLIENTS Past Performance: Government Past Performance: Commercial
 Department of Health and Human Services (DHHS)   Hospitals   
 Department of the Navy (ECSEL), and US Air Force  Corporations
 Local Law Enforcement 

US Dept. of Agriculture
 Campuses

     Insurance

PRODUCTS - Power LogOn  True Multi-factor Authentication - Remove the employee from the hassle of passwords
 No backend server or computer modifications
 IT manages long complex passwords so employees don’t have to know, generate or type them
 Protects against phishing, keyloggers, pharming, social enginering, and more cyber attacks
 Builds on an IT’s existing infrastructure. No Rip and Raplace
 Works with either certificate-based or non-certificate base authentication

NAICS CODES  513210: Software Publishers
 541519: Other Computer Peripheral Equipment Manufacturing 
 541511: Custom Computer Programming Services

SIC CODES  7372: Prepackaged Software
 7371: Computer-Software Developers
 7382: Security Systems-Communications/Computer

DOC ECCN  5D992
FAR Small Business  19.102
GSA SIN CODES  132 8: Purchase of New Equipment

 132 33: Perpetual Software License
 132 34: Maintenance of Software as a Service 

ESTABLISHED 2005

BUSINESS TYPE: Design, Distribute, Original Manufacturer, Software coded in USA

DUNS 829366660

UEI X4CCM6HULMX6 

CAGE CODE 5AU22

BEST VALUE STANDARDS  Secure login to Federated and Non-Federated Systems (EO 14306)
 Software licenses are assigned to the credential for unlimited computer use
 Licenses are transferable to handle employee turn-over
 Over 80% of our employees have over 20 years of smart card experience
 Typically takes less than two hours to install and fully implement
 Employees use their existing government issued credential, X.509 certs, and existing PIN
 No collecting or re-issuance of existing credentials 
 STIGs self-evaluated compliance (Approved by USAF)
 Relationships with suppliers and primes
 Software developed and coded in the USA 
 Pride in Customer Service and performed in USA
 Low Cost of Ownership
 Meets FIPS 140-3, FIPS 201-2, NIST 800-171, NIST 800-63b AAL-3, and CMMC Level 1 COTS
 Offline or Ties into LDAP, Active Directory, Azure, AWS, and more

Technology Specifications:  Contact: Crypto-memory, micro-controllers, crypto-controllers, PIV, PIV-I, CAC, CIV
 Contacless: Proximity, Mifare, DESFire, DESFire EV1/2, iClass®

 ISO 7816, 14443, 15693, AES-256, SHA-256, FIPS 140-3 SSL
 Windows XP and higher, Windows Server 2000 and higher, Active Directory, Terminal Services
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